Flash Drives for Proposal Submission 
Currently, the JSC Procurement Office requires offerors to submit electronic copies of their proposals on compact disks (CDs).   

At this time, we are considering allowing offerors to submit their electronic copies on flash drives.  We would like to receive feedback from Industry on the pros and cons of submitting proposals on CDs versus flash drives.  

· As an offeror, what is your preference – to submit your electronic copies via CD or flash drive and why?  
· Would you prefer that we give you the option of submitting proposals in either CDs or flash drives?
· Which method (CDs or flash drives) is more cost effective?
· Are there any unique Information Technology security issues associated with submitting proposals on flash drives?
· Are there any other issues associated with submitting proposals on flash drives that our JSC Procurement Office needs to be aware of?

[bookmark: _GoBack]Thank you for your feedback!  This topic was closed on July 31, 2014 and following are anonymous responses to this topic regarding flash drives for proposal submission:
Our company's preference is CD as they are easier to label. Therefore, if the CD gets in the wrong hands, it is easy to distinguish who the CD is for or what it contains. A USB is more difficult to label and that could become a security risk, especially based on the type of proprietary information on the drive.

An option for CDs or flash drives would be preferred so it's up to the individual company submitting. 

I don't think there is a significant cost savings between one or the other. 

Yes. I believe if the USB's aren't labeled correctly, they could easily be opened by a non-official who should not be privy to the proprietary content on the drive.

I don't have any other comments on flash drives vs. CD.


Both media forms have good and bad points.  Overall it boils down to a personal preference.  I would rather have the flash drive.


We support the use of flash drives for electronic submissions. Use of a flash drive avoids the complications of printing labels and copying to CDs, making production materials and labor much more cost effective. We see no insurmountable security issues in using a flash drive. Files could be protected to ensure the integrity of the proposal files (if deemed necessary). At this time, we know of no other issues associated with submitting proposals on flash drives. 

1. As an offeror, my preference is to use Flash Drives.
2. CDs would probably be more cost effective unless the proposal is so large that it would exceed the maximum data capability of a CD (700M) and require multiple CDs for a volume.  
    (a)	Relative cost of CD ($.08) and flash drive ($3.00).   
    (b) Protective sleeves for the flash drive for mailing or shipping would also be more expensive than for the CD
    (c)	Flash drives have multiple gigs of memory, and may not be as prone to damage during mailing.
4. In terms of security, use of a flash drive would allow you to encrypt the entire drive while the use of CDs would require encrypting each separate file on the drive. This should not be a major concern, but it does provide some convenience to using a flash drive.
5. CDs are more susceptible to damage during shipping or storage than flash drives, due to the possibility of scratching, warping, etc.  However, CDs generally are not as vulnerable to accidental exposure to magnetic force as flash drives are.


It is a well-documented fact that malware can easily be brought into a secure environment via flash drives (intentionally or otherwise). For example, Paul Ducklin, of Sophos Security, reports his firm recently purchased the USB flash drives sold at a rail company's lost property auction. Two-thirds of these drives, Ducklin reports, contained Windows malware. Furthermore, flash drives are more susceptible to loss.  A recent study conducted by the Ponemon Institute and Kingston found that nearly half of businesses and other organizations have lost sensitive or confidential data that was stored on a USB drive in the last two years. For these reasons, we strongly recommend against proposal submissions via flash drives. From a more practical perspective, the label surface area of a CD makes it much easier to include a list of files on the CD, or at least a high level table of contents (Volume Name, etc.), thus making it easier for reviewers to identify the correct CD.  Today’s flash drives generally do not offer that same convenience. Further, many agencies (e.g., Federal Aviation Administration, Department of Defense, Tennessee Valley Authority) now provide secure websites for electronic upload of proposals. In fact, NASA offers that same capability and level of security for grant proposal submissions via the NASA Solicitation and Proposal Integrated Review and Evaluation System (NSPIRES). We recommend that JSC consider the option of web-based submittal as the preferred end state instead of proposal submissions on CDs or flash drives.

1) Flash Drive is preferred due to the ease of use.
2) Both options would allow companies to submit via their preferred media.
3) From a time standpoint, flash drives are more cost effective.  From an office supply cost, CDs are more cost effective.
4) Not that I am aware of.
5) Labeling may be a concern.  CD's are usually labeled with a custom printed label with offeror required information.  Instructions for labeling will need to be determined.


We believe flash drives would seem to pose a much greater risk to the Government of security issues such as viruses or worms being transmitted than the current CDs. Our own practice is to avoid inserting flash drives from outside sources into corporate computers out of concern for our company network.  Further, given that proposals are very specific in the labeling requirements of CDs used to transmit electronic copies, we wonder about the effectiveness of methods of labeling or identifying flash drives.  While a key chain type attachment with a tag might suffice, it would also be very easily removed or lost.  This would seem to be more of an inconvenience than the current CD solution.

Ultimately, as was acknowledged at the Procurement Industry Forum last week, our most desired outcome would be the complete electronic submission of proposals via email or some type of posting to a secure site.  The next preference would be electronic submittal via CDs. The cost of printed proposal production is tens of thousands of dollars, often repeated for FPR depending on the number of copies required.  When we add the amount of time required out of the limited proposal development schedule (often two weeks out of a 30 or 45 day schedule) in which we cease working on the content and begin the production process, the costs are enormous.  Book checks alone consume huge labor resources.  We endorse the introduction of fully electronic proposal submittals as soon as feasible at JSC.



