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Data type: 2
The contractor shall prepare the data delivery as follows:  
	
SCOPE: 
The contractor shall submit an IT security management program plan for its unclassified technology information resources. This program plan shall describe the processes and procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used under this contract. The Contractor’s IT security management program plan shall be compliant with the IT security requirements in accordance with Federal and NASA policies as referenced in OMB Circular A-130 (Management of Federal Information Resources), and NPR 2810.1A (Security of Information Technology).  See the CIO-Procurement Website for any supporting documentation.

CONTENT:  

The following provides guidance for contracts that contain no IT work and where IT equipment and support is provided by NASA or another NASA contract.  

IT Security Management Plan (ITSMP) – Normally an ITSMP is required to be delivered at the beginning of a contract.  For “non-IT” contracts it is not required.  In its place the following requirements are established.
· All employees under the contract shall take the NASA IT Security Annual Awareness Training accessible in SATERN.  Completion of the training shall be accomplished annually not later than the due date established by NASA each year.  NASA may request periodic statuses on the number of employees who have completed the yearly training.
· Any employee who knows or suspects a cyber security incident has occurred shall notify NASA immediately.  Notification may be to the NASA organization computer security official (OCSO can be found at http://ird.jsc.nasa.gov/ITSecurity/Lists/OCSO/ocsolist.aspx), or the JSC IT Security Duty Phone, 281-844-0248, or to the NASA Security Operations Center, 877-NASA-SEC.  This should be reviewed independently with employees yearly outside of the Satern training.  
· The contractor shall identify a point of contact that NASA may reach in its attempt to address IT and IT Security issues.  The point of contact shall have the authority to ensure appropriate actions occur. 
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